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A wealth of riches?

| decided to use certificates for strong
authentication, but which ones?

Entrust

Entrust WebCA
Netscape
SSLeay
Microsoft 11S

Issues are:
Cost, compatibility, ease of use, flexibility, security
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Issues to consider

Do the CA’s iIssue the certificates or do the
customers apply for them?

What is the role of a directory server? Is it
Integrated into the CA?

Can certificates (easily) be used for non-Web
applications?
Can the DN contain the information you need?

Will the certificates work in MS & Netscape
browsers? Apache, Netscape, MS, ... servers?
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Generated-secret method

CA creates a certificate request file ("bulk add
file") containing the names and certificate types
of the users.

The CA software returns a list of reference
numbers and authorization codes. These
"generated secrets" uniquely identify each user.

You must distribute them securely to each user.
Each user then visits the Client Interface and
enters this information to retrieve the certificate.
This generates the keys.
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Existing-secret method

Use if the CA doesn't know the names and
locations of the people who need certificates, or
you don't have a secure way of transmitting
reference number and authorization code.

Users generate key pair before the request and
put the public key in the certificate request.

Must verify the user’s identity. In some cases
this can be done using an "existing secret" such
as a PIN.

Certificate is only useful for private key holder.
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Certificate server comparison

Entrust WebCA Netscape SSLeay
$140 free, $121
$/Cert $33/year 51 $5+3$10+25 free
Ease of Done in Configura- Eas
customization |LDAP tion file y
CA NGO with os
Queryable? difficulty |’
SDK? Yes ($5k) [No Yes (free) No
Initiation CA User/CA User CA
LDAR™ Yes Bu”tf'n’_ Manual No
Integration queries="?

Dk Ridge
! National Lﬂl_mmlun.I




Prices are hard to figure lately . . .

Price for 10 Additional Users
License-Only Pack

a0

SuiteSpot Standard Edition 5600 $600
Calendar Server $1750 A0 $350
Collabra Server $525 0 $100
Directory Server 905 100 $100
Enterprise Pro Server $1995 0 (Metshate users) not applicable
Enterprise Server F1205 S0 (Hetshare users) $250 (10 Metshare users)
Messaging Setver F1205 A0 $250
gitfnﬂif ot Professional 47000 0 $1.025
Certificate Server F525 100 $50
Compass Server F1205 A0 $250
Mizzion Control Desktop 905 50 $200
Proooy Server $525 100 $50
FastTrack Server F295 fiot applicable not applicable
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And there is lots of gamemanship

NETSCAPE SUITESPOT YERSUS MICROSOFT EXCHANGE AND BACKEOFFICE

Price per User Comparison of Shrink-Wrap Product Offerings*

Product 50 Users 100 Users 250 Users 500 Users LU
Users

R 00 RS SRR || o) 1 26393 23306 730 94 230.94

Itternet Connector

BackTffice 269 50 23394 221 .04 212095 21894

BackOffice Small Business

Hetvrer with B0L Server 140.06 100.93 N

Internet Connector

Exchatige Enterprize Edition

writh 3L Server and 301 303 .46 244 25 201.41 21068 21438

merver Internet Connector

Exchatige Standard Edition

writh 3L Server and 301 27544 23024 19581 20276 20535

metvet Internet Connector

EpieoRRihiptessen 140,00 171 24 10593 106,23 104.36

Edition

Exchange Enterprize

Fdlitinn 101.34 21.03 a6.23 as 26 70.4da

Suitedpot Standard Edition  [22.00 71.00 A4 A2 20 fl.10

Exchange Standard

F it 5.3 a7 .02 al.a2 al .36 Al.40
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Browsers and certificates

How do they handle multiple certificates?
1 certificate/e-mail address.

No interchange mechanism between IE and
Netscape. MS says “yes” but it doesn’'t work.

Turns out it is a known “unadvertised” registry
misentry. IE4 128-bit upgrade install fails to update
registry to use 128-bit fr all operations.

Can certificates be spoofed? — Yes

NS accepts every certificate in signed E-mail and
overwrites existing certificate entry.
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CA Issues

No obvious “accept CA” mechanism

Certificate is invalid if the CA not on your “approved”
list. But no info on how to get the CA certificate.

Most certificates do not contain CRL URL.

In IE it is very difficult (maybe impossible) to
Import a Netscape CA root certificate. Netscape
exports it in base-64 format. IE requires DER.

In IE 3, it was impossible to form an https SSL
session because the site certificate’s CA was not
accepted. Hence impossible to get to the CA.
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CA unknown failure

These are certificates from other peo

allendb1@arml. gov
elgamal@netscape. com
jimgeuin@cyberservices. com
Ipziarml. gow
lzpitzi@newlogic. com
mgmlyna@iname. com

wejEgeorge. bl goy
wejohnston@ bl gov
wrightmei&larml. gov

yannigEafiu. edu

T get certificates from a network Direr

=earch Directory |

=

[

’.

+?—- Yiew A Personal Certificate - Netscape

This Certificate helongs to: This Certificate was issued hy:
William E. Johniston [DCG-CA
wel@george bl gov [CaD
ICaD Lawrtence Berkeley National Laboratory
Lawtence Betkeley Mational Labotatory 03
10
serial Number: ZE
This Certificate is valid from Fri Feh 06, 1998 to Sat.Jul 31,1999
Certificate Fingerprint:
469301 FadB.CLE AR 02 EA AR ASERDTFLTY

+"Fr Yernfy A Certificate - Hetscape

Verfication of the selected cettificate failed for the following reasons:

wejiilzeorge Jhl zov
Unable to find Certificate Authority

' Dal Ridge

National Laburatory - - (@i,




Web servers and certificates

By default what does a server do with a client
certificate? Is it checked for

validity?

Revocation? (Even Verisign has no CRL)

the CA validity?

anything??
The certificate does not contain information
about the certificate server or the LDAP server
that stores the associated user information. So,
where do you access them?
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Client authentication

A client (such as a browser) requests a
connection with the server.

The server is authenticated or not (through the
process of server authentication).

The client signs but does not encrypt Its
certificate and sends it to the server.

The server uses the client's public key, which is
Included in the certificate, to verify that the
owner of the certificate is the same one who
signed It.
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Client authentication (cont.)

The server attempts to match the certificate
authority to a trusted certificate authority. If the
client's certificate is not listed as trusted, the
transaction ends, and the client receives: "The
server cannot verify your certificate."

If the client's certificate authority Is trusted,
some servers fulfill the transaction. (!!)

The server only accepts the desired client CAs.
This is good If you want to restrict access to
users with your certificates only.
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Client authentication (cont.)

Next, the server needs to match the informa-
tion from the certificate with an entry in an
LDAP directory to further identify and authen-
ticate the user. If all information matches, the
server accepts the client as authenticated.

If entries In your database contain certificates
rather than information, the server compares
the sent certificate to the one in the database.
If they match, the server grants the client

adCCess.
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How to use DN without LDAP

Netscape says:

“Use the Access-Control API to implement your own
attribute getter function for the user attribute when
the authentication method is SSL. Your attribute
getter function can extract the issuer and subject
DNs from the user certificate and construct SQL
gueries to the third-party database.”

Microsoft says:
“It is all in the platform development kit”
Its easier said than done....
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